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DE NEDERLANDSCHE BANK N.V.

Regulation on Careful Handling of Information

Artikel 1

For the purposes of this Regulation the following definitsmesll apply:

a. DNB: De Nederlandsche Bank N.V.;

b. digital resourcesresources made available by DNB to the employee on wigihld
information can be stored, and facilities for theh@mme of information via digital media;

c. employeethe person who works for DNB;

d. information: set of interrelated data, to which a certain sigmitgacan be attached and to
which the employee is given access in the context of therpgfce of his duties.

Article 2
This Regulation shall apply to all employees of DNB.

Artikel 3

In handling information, employees shall observe the obligatwbiconfidentiality that ensue
from legislation, the collective labour agreement and th&@onof employment.

Artikel 4

In handling information, employees shall adhere to thelatigns and instructions of DNB in the
area of classification and security of information.

Artikel 5

Employees shall share information with each other if ssiplermitted and is of significance for
the performance of their tasks and activities.

Artikel 6

Employees shall view information not addressed to them oslycifi information is relevant to
the performance of their tasks and activities.

Artikel 7

Employees shall not use information for any purpose otherttigaperformance of their tasks or
activities.

Artikel 8

a. The manner in which employees handle information may betanediby DNB.
b. With respect to information that is accessible vaitdi resources, the ‘Regulation on
Monitoring the Use of Digital Resources’ describes whataghall be recorded, on which
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grounds such recording shall take place and in which mamueto whom access shall be
provided.
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Explanatory Notesto the Regulation on Careful Handling of Information

General

DNB and its employees deal with a large amount of confidieinformation. DNB’s Code of
Conduct prescribes that employees are to handle this iafiomcarefully and that confidential
information is to be handled confidentially. The presesgRation seeks to provide a more
detailed elaboration of this provision in DNB’s Code of Conduct

This Regulation contains principle-based provisions, ancatgeenpn the assumption that
employees have their own responsibility in handling inforonatl he objective of the Regulation
is to create a frame of reference within which the eyg® must make his/her own judgment. In
case of doubt, the employee should consult his/her seniceroff

The frame of reference created by the Regulation applie ¢mployees of DNB. The
Regulation therefore takes precedence over rules and agteenagte prior to the entry into
force of this Regulation, both bank-wide and on a divisionald@partmental level. After this
present Regulation has come into force, divisions and depatt that have adopted their own
rules should therefore reconsider these rules.

Explanatory Notes to the Individual Articles
Article 1

Information

The term ‘information’ has been broadly defined in thigiation. An important element is that
information does not only refer to data recorded on papen an information carrier (computer,
memory stick). verbal information (such as might be restkfrom a colleague from another
department during a social gathering within DNB) and in&diom in a person’s memory also fall
within the definition of ‘information’ and therefore withihe scope of this Regulation.

Employee

Employees within the meaning of this Regulation are understoloe &ny and all persons who
perform activities for DNB, irrespective of the mannethar relationship with DNB. The
definition of employee covers, in any case, employees on penimamimporary contract,
insourced employees, temporary workers, trainees and sesoiithesonly condition is the
existence of some relationship of authority between DNBtlaa employee. It thus concerns staff
members and similar employees. Therefore, independenhaktensultants, but also service
providers such as window cleaners do not fall within the sobgies Regulation.

Article 3

DNB performs tasks that are based on various laws. Araonfeature of these laws is that they
bind DNB and its employees to confidentiality. Statutmnligations of confidentiality ensue
from supervisory legislation, the Bank Act, the ArtictésAssociation of DNB and the Statute of
the ESCB and of the ECB. In addition, DNB performs ao¢witvhich - also without being
prescribed by law — are of a confidential nature.
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In compliance with the applicable obligations of confideit{iabmployees are to sign a
statement of confidentiality when entering DNB'’s emplogithevhich statement forms part of
their contract of employment. The duty of employees torekssonfidentiality is not tied to a
specific type of information; both supervisory informatioriormation derived from the ESCB
and other confidential information fall under this duty ohfedentiality. The degree of
confidentiality of the information and the corresponding olilbgs of confidentiality are also of
influence on the manner in which employees may view hacksnformation among each other.

Article 4

Information at DNB has been classified. Classificatimans that information is assigned to an
information category which reflects the degree of itdidentiality. The information category
indicates with whom the information may be shared (intraad externally).

Furthermore, DNB has in place regulations and instrugtiorsafeguard information security.
These govern the storage, transmission and destructioroohation. The employee should
abide by such internal regulations and instructions.x@mgle of such an instruction is the
brochure “Information security and Internet safety — Gumslifor the use of the Internet, e-mail
and other digital resources”.

If certain information has not been classified tsydegree of confidentiality, it may not be readily
assumed that the information is not confidential. Inathgence of any apparent classification, the
employee must form his/her own judgment about the likely @egfreonfidentiality and act upon
it. In case of doubt, further inquiries must be made.

Articles 5, 6 and 7

Articles 5 and 6 stipulate that information may be sharetiviewed if such is permitteshd if it

is of significance for the employee’s performance of tasksactivities. Article 7 adds the
provision that information may be used only for its intenplegboses. If there are any doubts
about the interpretation of these conditions, the employeedisgsiss it with his/her senior
officer. Below, some explanation will be given of the terimermitted” and “of significance’, as
well as a few examples — not meant to be exhaustivéneveto interpret these terms.

"Permitted”

On the basis of the information category assigned &mriployees can determine with whom
certain information may be shared. For instancenh@nts classified as “secret” are only
intended for the eyes of the addressees. The recipientltohslmcument may not share the
information in it with others, even if the informatioauld, for instance, come in “handy” for
his/her immediate colleagues. Hence, in such a casghanmg of information is not permitted.

"Of significance”

Information which has been classified as ‘confidentiady, in principle, be shared and viewed
by a wider circle of employees. This is, however, on the donditat the information is in any
way significant for the recipient in his/her performante&seks or activities. Hence, sharing
information with colleagues merely because it is "nfo&know something, does not fall into the
category of being of significance for the performancere's tasks and activities. Neither does
the viewing of information in which the employee has agteunterest or is personally
interested. These examples fall within the categorye tdknow’, whereas “of significance”
refers to what has been termed as the "'need to know’.
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Chinese walls

The rules about sharing and viewing information also applnwon the basis of information
categories or Chinese Walls, employees have access gaitaaiccess to specific information.
The term ‘Chinese walls’ refers to the procedures andunea that determine who has access to
specific information. By virtue of their position, some empks/bave access to a large number
of files and documents. The intention, of coursehas they can do a better job when they have
access to all the information they need. It is explicitly the intention that employees may view
all the information that is accessible to them ‘foreason’.

The conditions referred to in Articles 5 and 6 are primciEsed and do therefore not indicate an
exact code of behaviour for all possible instances.tfteisemployee’s own responsibility — with
due observance of the conditions stated in this Regulatiortifferentiate between what is
permitted and what is not, which information is @frsficance and which is not. In case of doubt,
the employee should consult their Senior Officer or the Qiarmge Officer.
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